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Brightsight CB 
 EUCC Application Form
<TOE NAME>

Please complete this questionnaire in detail and attach any relevant supporting information that describes the product to be certified.
Upon receipt of the completed form, Brightsight Certification Body of SGS Brightsight B.V. (hereafter Brightsight CB) will prepare and submit a proposal detailing certification costs and timelines.
Please do not forget to include the signature and date at the end of the document.
This application form is intended to register an EUCC Certification Process under the provisions of the EUCC scheme according to COMMISSION IMPLEMENTING REGULATION (EU) 2024/482 of 31 January 2024 laying down rules for the application of Regulation (EU) 2019/881 of the European Parliament and of the Council as regards the adoption of the European Common Criteria-based cybersecurity certification scheme (EUCC)
This document shall be completed and submitted via mail [brs.certification@sgs.com] with “EUCC APPLICATION <TOE NAME>” in the subject line, including the (draft) Security Target and the draft Vulnerability management and disclosure procedure.
[bookmark: _Ref514273744][bookmark: _Ref514340292][bookmark: _Ref531178387]When this Application Form has been completed by client (organization that develops the TOE or other interested party that initiates the Certification Process of the Evaluation of a PP or a TOE) and accepted by Brightsight CB, Brightsight CB will prepare an offer (Certification Agreement) and send it to the client for acceptance. 

Version: Insert version, starting by 1.0. Please add version identifier in the filename.
Date: Insert date here
Introduction

This section describes the basics of both IT security assessment and eventual Certification Agreement for security assessments against EUCC with Level High and Substantial.
Scheme
Brightsight CB is accredited to perform EUCC certification at High and Substantial level. EUCC scheme applies to all information and communication technologies (‘ICT’) products, including their documentation, which are submitted for certification under the EUCC, and to all protection profiles which are submitted for certification as part of the ICT process leading to the certification of ICT products.
The specific ICT products functionality is referred to as the Target of Evaluation (TOE) and is the subject of this Application Form. 
For further details of the Scheme, see https://eur-lex.europa.eu/eli/reg_impl/2024/482/oj and https://certification.enisa.europa.eu/index_en 
Terms and disclaimers
The evaluation results apply only to the specific version or identification of the TOE as defined in the Security Target supplied by the Client.
Issuance of a certificate is not a guarantee that a TOE is free from security vulnerabilities. It does not absolve the Client of any liability for damages resulting from the use of the TOE.
A certificate is not an endorsement or recommendation for use of the TOE by Brightsight CB or by any other organisation that recognises or gives effect to the certificate, and no warranty of the TOE by Brightsight CB or by any other organisation that recognises or gives effect to the certificate, is either expressed or implied. Brightsight CB’s liability for loss and/or damages in the performance of the certification activities, an unlawful act or otherwise, is limited to the amount (exclusive of VAT) that the client has paid under this agreement. Claims beyond this point are limited to the amount paid out to Brightsight CB by its insurer. Brightsight CB will use its best endeavours to ensure the insurer pays out. Brightsight CB is in no event liable for indirect damages, consequential damages, lost profits, missed savings or damages through business interruption.
This agreement shall be governed exclusively by Dutch law. Any dispute will be submitted to the competent court in the Netherlands for the district where SGS Brightsight has its registered office.
[bookmark: _Ref512850923]Confidentiality of the certification process
Confidentiality of the assessment is subject to NDAs between all parties.
All parties involved are committed to keep the existence of this assessment confidential between all parties involved as long as it is in progress, as this is considered to be sensitive information. 
If the TOE fails the evaluation, all parties maintain their commitment to ensure the confidentiality of this assessment.
The associated intermediate results and verdicts produced during the evaluation are considered to be secret information regardless of outcome.
Costs related to certification
It is the responsibility of the Client to choose an ITSEF (Information Technology Security Evaluation. The client will select an ITSEF accredited for EUCC.
Brightsight CB charges the costs for the certification process in accordance with the price list.
Additional cost may be incurred if information provided in this form is incorrect or needs to be changed for other reasons while the certification process is running.
Responsibilities of the EUCC certificate holder
The holder of an EUCC certificate is required to accept certain responsibilities and obligations. An overview of those responsibilities, and further additional information, is provided in document CB-NL-005, provided with this application form.

Involved parties
This section identifies the various parties involved in the EUCC Certification Process. It also describes the party-specific roles and responsibilities.
Client
The Client is the organisation that designs, manufactures, manages or maintains the TOE, or some of its components, that is subject to the assessment. The Client is also the organisation that applies for an assessment to the Certification Body (CB), funds the evaluation and certification and shall be listed on the certificate as Certificate Holder.
According to EUCC scheme, the client shall provide or otherwise make available to the certification body and the ITSEF all information necessary for the certification activities.
This information shall include all relevant evidence in accordance with the sections on ‘Developer action elements’ in the appropriate format as set out in the sections on ‘Content and presentation of evidence element’ of the Common Criteria and Common Evaluation Methodology for the selected assurance level and associated security assurance requirements. The evidence shall include, where necessary, details on the ICT product and its source code in accordance with this Regulation, subject to safeguards against unauthorised disclosure.
Client may provide to the certification body and ITSEF appropriate evaluation results from prior certification pursuant to:
· EUCC Scheme
· another European cybersecurity certification scheme adopted pursuant to Article 49 of Regulation (EU) 2019/881;
· a national scheme referred to in Article 49 of the EUCC scheme.
Where the evaluation results are pertinent to its tasks, the ITSEF may reuse the evaluation results provided that such results conform to the applicable requirements and its authenticity is confirmed.
Where Brightsight CB allows the product to undergo a composite product certification, the applicant for certification shall make available to the certification body and the ITSEF all necessary elements, where applicable, in accordance with the state-of-the-art document.
The client is responsible for:
defining the TOE (in the Security Target), which specifies the scope of the evaluation
providing the TOE, Security Target, and all other evidence/evaluation documentation, including access to the relevant production and development environments of the evaluated TOE
generating most of the Client’s evidence
providing the IT product for testing
technically assisting the ITSEF if needed (training, testing, and so on)
providing any components of the intended operational environment necessary for testing the IT product that are not affordable or readily available to the ITSEF
retain all relevant documentation referring to the EUCC certification process for a period of 5 years after the expiration of the certificate

ITSEF
The ITSEF performs the evaluation. The person(s) from ITSEF who carries out the evaluation is called Security Evaluator. It acts as a third party independent of the product Client. 
To perform its work, the ITSEF shall have access to all information necessary to complete its evaluation according to the rules of the Scheme.
The ITSEF will cooperate with the CB in accordance with the EUCC Scheme, Dutch NCCA EUCC documents, and EUCC Guidelines to carry out the certification process correctly, so the ITSEF will:
· Sign non-disclosure agreements (NDA), if required, and this application form;
· Acknowledge and accept the right of the CB to request information and visit the ITSEF for the purpose of the certification decision;
· Acknowledge and accept the elements of cooperation related to the monitoring of compliance of the certified product (e.g. the request by the CB to the ITSEF for support in a sampling procedure, or vulnerability handling procedure);
· Cooperate in the processes for exchange of information and the comply with the conditions that apply (For exchange of sensitive or confidential information secure systems need to be used. Where the CB is certifying an ICT product of which components have been certified, the ETR of the components may be reused but should only be shared upon prior approval of the ‘component certification customer’ (the holder of the certificate on the component).
· If applicable, support the CB in the context of re-use of evidence from existing authorisations, including where applicable evidence for extending the authorisation coming from another CAB, which includes a description of how this information is exchanged and under what conditions.
· Acknowledge and accept the elements of cooperation on behalf of compliance activities of the certified product (e.g., activities related to Article 26 EUCC for which it reaches out for support of the ITSEF; the request by the Brightsight CB to the ITSEF for the support in a sampling procedure; or support in the vulnerability handling procedure);
· Collaborate with Brightsight CB in the assurance continuity procedure described under Annex IV of EUCC.
The ITSEF may propose to the CB to reuse of evidence from other CABs, schemes, or certifications. This approach typically streamlines the process by reducing the need for additional testing and documentation, thereby enhancing efficiency for the developer, ITSEF, and CB.
When proposing reuse, the ITSEF must provide a clear justification (e.g. using the SotA “STAR methodology”), demonstrate how the evidence meets applicable requirements, and verify its authenticity.
The ITSEF is required to present evidence in a self-contained manner, rather than solely referencing prior certifications.
Ultimately, acceptance of the ITSEF's rationale and permission to reuse evidence remain at the discretion of the CB and are evaluated on a case-by-case basis.

Certification Body
Brightsight CB acts as the CB for EUCC scheme. Its primary role is to provide independent confirmation that evaluations were carried out properly, in accordance with the provisions of the Scheme, and that the conclusions of these assessments are well founded.
[bookmark: _Hlk514469632]Accreditation authority of Brightsight CB
	Organisation name:
	RVA

	Website:
	https://www.rva.nl/en/ 


Scope of EUCC Certification Process
This section describes the scope of the IT security assessment, including details of certificate publication and any special requests. 
Please replace the supportive text in the right column of the table below with the correct information. This information will be used in communication with the NCCA.
	[bookmark: _Hlk173915247]Information for EUCC Certification scope

	Certification type
	New product certification / New Protection Profile certification / Re-certification / Maintenance

	CCRA recognition
	YES / NO
Indicate if CCRA recognition is requested. Only possible for assurance level Substantial. Be aware that in this case the NCCA will be involved during the certification process (same as for assurance level High)

	TOE or PP description

	Name
	TOE or PP name

	Version
	Version

	Identifier
	TOE or PP identifier

	Category 
	(Categorisation according to Taxonomy)

	Technical domain
	Smart cards and similar devices / Hardware devices with security boxes / Other/ none

	Short description of the TOE or PP
	

	Assessment disclosure
	Assessment cannot be disclosed / The assessment can be disclosed as the sponsor has allowed the existence of the assessment to be made public

	Only populate the remainder of this section for TOEs

	Patch mechanism
	TOE is updatable / TOE is not updatable /NA

	Commercial name
	Commercial product name

	If possible, include a reference to a picture of the product
	Product picture – Reference to product picture

	TOE or PP description

	ST pp doc

	Type
	Security Target | Protection Profile

	Title
	Document title

	Reference
	Reference

	Version
	Version

	Assurance level
	Assurance level and augmentations

	PP conformance
	

	Only populate this section if the ST or PP claims conformance to one or more PPs

	If necessary, duplicate 'pp_conformance1' and iterate the numbers (pp_conformance2, pp_conformance3)

	pp_conformance1
	

	Title
	

	Reference
	

	Version
	

	Certified
	PP is certified / PP is not yet certified

	ST pp doc
	

	Composite

	Only populate this section in case of composite product

	In case of multi-level composition, duplicate 'composite1' and iterate the numbers (composite2, composite3).

	Composite1
	

	ETR reference
	Reference to ETR-for-composition

	ETR date (planned)
	Issue date for ETR for composition

	Cert Reference
	Reference to platform certificate

	Cert date (planned) 
	Issue date of platform certificate

	Reuse

	Only populate this section if evaluation results from a previous certification project are reused

	Reference
	Reference to previous certificate

	Date
	Issue date of previous certificate

	Previous certification
	

	Site audit

	Only populate this section if site audit results are reused

	In case of multiple site audits, duplicate 'site_audit1' and iterate the numbers (site_audit2, site_audit3).

	Site audit1
	

	Star reference
	Reference to the site audit report

	Audit date (planned)
	Site audit date

	Cert reference
	Reference to the related certificate

	Cert date (planned)
	Issue date of the related certificate

	Impact Assessment Report

	Only populate this section if an Impact Assessment Report is required as part of the certificate review (see EUCC IR annex IV)

	Title
	Document title

	Reference
	Reference

	Version
	Version

	Involved parties

	Sponsor

	Name
	Organisation name

	Address
	Organisation address

	Contact
	Contact name

	Website
	Website address

	Telephone
	Telephone number

	Mail
	Email address

	Developer

	Only populate this section if the sponsor is not the developer

	Name
	Organisation name

	Address
	Organisation address

	Contact
	Contact name

	Website
	Website address

	Telephone
	Telephone number

	Mail
	Email address

	CAB CB

	Name
	Brightsight Certification Body

	Address
	Brassersplein 2
2612 CT Delft
The Netherlands

	Contact
	Rob Kemper

	Telephone
	+31 15 269 2544

	Mail
	brs.certification@sgs.com

	CAB ITSEF

	Name
	Organisation name

	Address
	Organisation address

	Contact
	Contact name

	Telephone
	Telephone number

	Mail
	Email address


Vulnerability management and disclosure
Please provide a link (website) to the online repository listing publicly disclosed vulnerabilities related to the product, and include the relevant documentation with this application form.
https://
Agreements
	Would you like the certificate and Certification Report to be published on the CB website?
	YES / NO

	Would you like the product to be listed as "ongoing certification" on the CB website during the certification process, so prior to the issuance of the certificate?
	YES / NO

	Are you planning to provide a sanitised version of the ST (ST-Lite)?
	YES / NO

	Would you like ST or ST-Lite to be published on the CB website?
	YES / NO


Evaluation Work Plan (EWP)
Planning
Please use this section to supply information about the estimated planning. Please adjust to your needs.
	
	Date (estimate)

	Development of TOE finished
	

	ST evaluation - ITSEF deliverables
· ST and the ASE evaluation results
	

	ERM1 - ITSEF deliverables (in 1 batch)
· Updated ST and the ASE evaluation results
· The ADV Presentation
· The Implementation Representation Sampling Rationale
· ADV/AGD Reference Document and all guidance documents that this document refers to
· Configuration Item Identification Presentation
· Consultancy/Evaluation Improvement Presentation
· Checklist of all evaluator action items and content and presentation elements relevant for the claimed assurance level (populated to show where the evaluator actions and c&p elements relevant to ERM1 are demonstrated and preliminary certifier verdict
· Any other observations that were found before this meeting and are deemed relevant.
	

	ERM1
	

	ERM2 - ITSEF deliverables (in 1 batch)
· Any First Evaluation Meeting Deliverables that were rescheduled to this meeting;
· Implementation Representation Presentation
· ATE/AVA Test plan Presentation
· ATE/AVA test descriptions
· ALC Presentation, including ALC verification plan
· Updated Checklist showing where the evaluator actions and c&p elements relevant to ERM1 and ERM2 are demonstrated and preliminary certifier verdict
· Any other observations that were found before this meeting and are deemed relevant.
	

	ERM2
	

	ERM3 - ITSEF deliverables (in 1 batch)
· Any Second Evaluation Meeting Deliverables that were rescheduled to this meeting;
· Final ST (and ST-Lite if applicable);
· Final guidance documentation for the TOE satisfying AGD_PRE and AGD_OPE.
· ATE/AVA test results
· The ALC Results Presentation and draft STAR (if applicable)
· Completed Checklist showing where all evaluator actions items and content and presentation elements relevant for the claimed assurance level are demonstrated and the final certifier verdict
· Draft ETR, draft ETRfC (if applicable);
· Any further observations that were found before this meeting and are deemed relevant.
	

	ERM3
	

	Preferred certification date
	


Evaluation staff
The following evaluation staff are assigned to perform the evaluation:
	Name
	Role
	ASE
	ADV
	AGD
	ALC
	ATE
	AVA
	ETR

	
	Project Manager
	
	
	
	
	
	
	

	
	Lead Evaluator
	
	
	
	
	
	
	

	
	CC Evaluator
	
	
	
	
	
	
	

	
	Consultancy
	
	
	
	
	
	
	

	
	Etc
	
	
	
	
	
	
	


References
Please indicate the references used in the certification process and make the applicable adjustments where needed:

	Label
	Title
	Version / date

	[CC:2022]
	Common Criteria for Information Technology Security Evaluation, Parts 1, 2, 3, 4 and 5
	CC:2022 R1

	[CEM]
	Common Methodology for Information Technology Security Evaluation, Evaluation Methodology
	CC:2022 R1

	[REF]
	<Document title>
	<version


Additional details or special requests relating to this certification
[bookmark: _Hlk88845460]Please use this section to supply any additional details relevant to the application, such as certification history, evaluation approach, testing approach and expected reuse. Note that non-standard requests may incur additional certification costs.
Certification history

Evaluation approach

Testing approach

Expected reuse

Signatures
This section contains declarations to be signed by both Client and ITSEF. 
Client
I hereby declare that I have read the terms in the Introduction and the provisions of the Brightsight CB EUCC scheme, and that the Client commits to the responsibilities and obligations of the Client. I also declare that all relevant contractual agreements with the Evaluator have been arranged, and that the Client hereby requests to start the process for the evaluation and certification of the TOE identified in section 3 Scope of EUCC Certification Process.
I confirm that the Client agrees to the conditions and costs as specified in this document and understand that the certification commences after payment of the invoice.

	Name:
Title:
Organisation Name:
	

	Location:
	

	Date:
	

	
	





	
	[Signature of the person who legally represents the Client]




ITSEF
I hereby declare that I have read the terms and the provisions of the Brightsight CB EUCC Scheme, and that I commit to the responsibilities of the ITSEF, in particular:
· EUCC Scheme: COMMISSION IMPLEMENTING REGULATION (EU) 2024/482 of 31 January 2024 laying down rules for the application of Regulation (EU) 2019/881 of the European Parliament and of the Council as regards the adoption of the European Common Criteria-based cybersecurity certification scheme (EUCC):  
· Article 22. Additional or specific requirements for an ITSEF
· Article 25. Monitoring activities by the national cybersecurity certification authority (I'm not sure about this article, but it describes, for example, ITSEF shall assist that authority in monitoring compliance.).
· Article 31 Consequences of non- compliance by the conformity assessment body
· Article 40 Retention of records by certification bodies and the ITSEF
· State of the Art document “Accreditation of ITSEFs for EUCC Scheme”.
· Not participating or having participated in the design, manufacture, supply, installation, use or maintenance of the product to be evaluated.
· Not participating or having participated in the design, manufacture, supply, installation, use or maintenance of the product to be evaluated.
· Make the necessary evidence available to the CB for the evaluation.
· Inform the CB of any non-conformities detected during the testing process.
· In case of non-compliance with any of the conditions set out above, the results reports submitted for the certification process according to the EUCC scheme will not be accepted. 
I declare that the TOE to be evaluated falls in a category for which the ITSEF is accredited. I also declare that all relevant contractual agreements with the Client have been arranged.

	Name:
Title and organisation name:
	

	Location:
	

	Date:

	




	




	[Signature of the person who legally represents the ITSEF]
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